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Executive Summary
Phishing attacks aimed at consumers are commonly split 
into two buckets: conventional phishing and targeted spear 
phishing. Spear phishing is generally considered to be the 
more sophisticated type of attack, having specific targets; 
most conventional phishing is seen as a lower-level activity, 
targeting indiscriminately and having a low success rate.
 
However, behind many typical phishing campaigns is 
a supply chain designed to facilitate these attacks and 
return a profit for those perpetrating them. Across dark 
web marketplaces and covert channels that allow for 
anonymous or encrypted communication, buyers and 
sellers trade source code, victim data, access to services 
and tools disguised as legitimate services, and specialist 
equipment to scale phishing attacks beyond an individual 
threat actor’s capability.
 
As phishing attacks persist, phishing ecosystems provide 
context on successful operations and ways threat actors 
leverage stolen data from attacks. New and emerging 
phishing tactics, techniques and procedures ensure 
phishing remains a consistent threat to enterprises. 
In this report detailing the anatomy and trends of the 
evolved phishing ecosystem, ZeroFox Threat Research 
provides both an overview of current threats as well as key 
recommendations and tools for disrupting them.

Key Takeaways
• Marketplace networks for phishing and fraud-

related activities enable threat actors to obtain 

lucrative profits by creating, operating and 

selling stolen data.

• Phishing supply chains present a comprehensive 

ecosystem for threat actors to create and 

operate tools and data for profit from credential 

phishing attacks.

• Threat actors are using more sophisticated 

methods, including phishing and cyber puppeteer 

kits, to conduct broader-scale attacks quickly.

• The phishing ecosystem has evolved lure 

distribution mechanisms as well as tactics to 

evade detection via third-party services and APIs.

• Targeted phishing is on the rise in new 

innovative ways, while threat actors also look 

beyond the typical attack to sell victim data and 

build stolen data package profiles.
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Phishing attacks are more than just a website for account 
takeover, there is a wide range of attack types and the 
term is often overused. Attacks like spear phishing, 
vishing, malware and Business Email Compromise (BEC) 
scams are sometimes described as phishing, and each 
one has a different end goal.1 Attacks leveraging spam 
campaigns to support fraudulent activity are carried out 
by stealing personally identifiable information (PII) and 
financial information via a web server deployed on the 
internet. In these cases, there are indicators that can 
be monitored prior to a phishing attack. Two popular 
methods include phishing kits and cyber puppeteer kits.

Identifying the Groundwork 
Leading to a Phishing Attack

Source Code and Phishing Kits
Before beginning a phishing attack, the threat actor must 
obtain or create the code to render the phishing page 
to the victim. This commonly involves the threat actor 
obtaining an archive (.zip) containing pre-compiled code 
and resources, commonly referred to as a phishing “kit.” 
This kit can be easily deployed to a web host to create a 
phishing page. These kits are bought and sold via various 
channels, with more sophisticated threat actors authoring 
kits based on demand.

Figure 1: Private online store offering phishing kits targeting multiple 
brands and platforms

Source: ZeroFOX Internal Research

During Q2 2021, ZeroFox has observed 

several new phishing kit variants produced 

from popular phishing-kit-as-a-service 

providers targeting various brands.

Phishing kits can vary dramatically in cost based on 
complexity and capabilities. Simple kits containing only a 
few files of PHP code can cost anywhere between $10 USD 
and $100 USD to purchase, payable in cryptocurrency 
or similar means. More complex kits may cost hundreds 
of dollars. These commonly require backend databases, 
integrate third-party APIs, have built-in “anti-bot” or 
evasion techniques or even use a basic form of digital-
rights management.
 
During Q2 2021, ZeroFox has observed several new 
phishing kit variants produced from popular phishing-kit-
as-a-service providers targeting various brands.2 Such kits 
are offered by private online stores, where threat actors 
purchase and register their active deployments. Figure 1 
is a screenshot of a private store selling phishing kits that 
target multiple brands and platforms.
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Identifying Phishing Kits and  
the Ecosystem They Thrive In
A phishing kit is essentially a preconstructed phishing 
attack nicely packaged for threat actors to leverage 
without sophisticated skills. It also enables them to deploy 
an attack quickly. Kits are generally supplied in zip files 
containing JavaScript, CSS and image assets along with 
HTML and PHP code. When copied to a web host, they 
create web pages that imitate the targeted brand’s own 
login pages and processes and exfiltrate data gathered 
from victims.3 

A phishing kit is sold and traded online across the dark 
web, deep web, social media sites and forums. These kits 
have varying levels of features, much like a SaaS product. 
They have gained traction and become popular because 
they offer a high return on investment for threat actors. 

Figure 2 shows extracted phishing kits that look similar 
in construction. However, once deployed, they target 
separate brands with unique workflows. Regardless of 
how advanced or modular these phishing kits are, they 
are all designed to allow less sophisticated threat actors to 
simply copy the content to a web host and begin phishing 
very quickly.

Figure 2: Private online store offering phishing kits  
targeting multiple brands and platforms

Source: ZeroFOX Internal Research

Figure 3: Sample URL indicating phishing activity

Source: ZeroFOX Internal Research

Figure 4: Sample directory illustrating phishing activity

Source: ZeroFOX Internal Research

Figure 5: Sample phishing kit zip file

Source: ZeroFox Internal Research

A URL similar to the one shown in Figure 3 indicates a 
likely phishing page with multiple directories leading to 
that phishing page. In some cases, it is possible to find an 
open directory such as the one shown in Figure 4. Here we 
see a ProtonMail directory link that directs to the phishing 
site with a zip file available as well; this is essentially the 
phishing kit.

After downloading the zip file, extracting its contents will 
list the files within the archive. The kit may look something 
like the example shown in Figure 5. This is the next layer 
of a phishing kit: a collection of PHP files, HTML, assets like 
JavaScript, CSS, PNG and text files.
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Figure 6: Phishing kit ecosystem and personas

Source: ZeroFox Internal Research

These phishing kits allow actors to quickly stand up a 
phishing site without knowing the back-end controls or 
leveraging an advanced skill set. All that’s left for them to 
do is upload to a server, deploy and then actors can begin 
reaping the benefits from the phishing attack.
 
ZeroFox threat researchers have noticed four general 
categories in the phishing network regardless of the threat 
actor or a group behind the activity. This includes the 
operator, developer, infrastructure broker and the illicit 
market. There can be any combination of persona within 
this ecosystem, but the basic premise is that they are all 
motivated by the same goal: financial gain.

The operator purchases the kit from the developer; they 
obtain different methods to spam using the kit and then 
obtain stolen data to sell. The developer builds the kit, 
hosts it, takes feature requests and keeps improving it, so 
more operators purchase it. Infrastructure brokers obtain 
servers, accounts and email inboxes to perform some type 
of spam. They will do this illicitly through tactics such as 
carding or fraud. Developers, operators and brokers use 
illicit markets as a hub to buy and sell inventory. These 
roles are the foundation of an “ecosystem of fraud” when 
it comes to phishing kits.
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Figure 7: Phishing kit campaign phases

Source: ZeroFox Internal Research

Phishing Kit Campaign Phases
Operators perform spam campaigns in a flywheel-like 
fashion. The more they complete the flywheel shown in 
Figure 7, the faster and more efficient they become.
First, the operator identifies a place they can go to buy or 
sell financial information or PII. Next, they will purchase a 
phishing kit along with data to help them spam, such as lists 
to emails or phone numbers. Sometimes they will purchase 
a “letter,” which is a prepackaged piece of HTML designed 
to get past email spam filters. The operator then deploys 
the kit using a virtual private server (VPS), and from there, 
they install a web server and a LAMP stack with PHP. The 
purchased zip file is then copied onto the attack server. 
After it is copied and extracted, the operator has a payload 
built either through the letter template or a similar SMS 
spamming service to text out the phishing link. 

The campaign is initiated and deployed in a form of 
outreach (emails, text messages or more) where victims 
are directed to the phishing website. The kit excels 
at blocking any type of automated security scanner; 
meanwhile, victims begin providing data threat actors 
are seeking. The operator collects the data in several 
ways and stores the information to retrieve and list for 
future use.
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Cyber Puppeteer Kits
Cyber puppeteer kits are more personalized, interactive 
and successful than the traditional phishing kit.4 This 
makes them a substantial threat. A cyber puppeteer kit, 
also referenced as “live panels” among the threat actors 
that operate them, is a new breed of phishing kit designed 
almost exclusively to facilitate phishing attacks against the 
financial services industry. They are referred to as cyber 
“puppeteer” kits because the workflows are advanced, very 
dynamic and require live interaction between the victim 
and the threat actor. The threat actor is essentially “pulling 
strings” of the victim, guiding them through a series of 
pages to unwittingly authorize access to their account.
 
The operator controls puppeteer kits through an 
administrative dashboard that they log into. As shown in 
Figure 8, this dashboard will notify the operator of new 
visitors to their phishing site and allow them to manually 
dictate what the victim should be prompted for to enable 
the attacker to gain complete access. During the victim 
workflow, the attacker takes the provided information and 
directly logs into the legitimate online banking platform, 
echoing back any security questions to the victim for them 
to answer. As this is near real-time, the operators can 
prompt the victim for whatever information they need, as 
many times as they require. This allows criminals to get 
around additional authentication steps such as SMS-based 
two-factor authentication, one-time password token and 
device verification.

Figure 8: Sample cyber puppeteer kit and dashboard

Source: ZeroFox Internal Research

A well-known and increasingly popular distribution 
method for phishing campaigns is via SMS, also referred 
to as smishing, where mass lures are sent to large 
amounts of mobile numbers. Within covert channels, 
threat actors or groups sell services dedicated to sending 
massive amounts of SMS messages. Specialist equipment 
and software are used to facilitate this activity, which is 
difficult to proactively prevent, as International Mobile 
Equipment Identity (IMEI) and mobile numbers can be 
spoofed and changed at random. Figure 9 advertises 
a GSM modem, a device that uses mobile phone 
technology to provide a data link to a remote network, 
and an advertisement discussing the cost of sending SMS 
messages for phishing activity.

Figure 9: GSM modem used for sending SMS spam (left); message advertising 
costs of sending SMS messages for phishing (right)

Evolved Lure  
Distribution Mechanisms

Source: ZeroFox Internal Research

Other actors will supply lists of “leads” to buyers. These 
are files containing an agreed number of mobile phone 
numbers confirmed to be genuine and in use via Home 
Location Register (HLR) checks, a database containing 
up-to-date information for every mobile phone subscriber 
worldwide. An HLR lookup can verify if a mobile phone 
number is active, switched on and to which network that 
number has been assigned.
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Evading Detection via  
Third-Party Services and APIs
The adoption of third-party services to aid in evading 
detection has continued to increase as more phishing kits 
are being analyzed to show the utilization of external API 
providers. Within the space, there are multiple providers 
of “anti-bot” services, which may appear legitimate but are 
designed to be explicitly used by phishing kits to improve 
evasive capabilities. Figure 10 displays an example of a 
popular anti-bot service, along with an open directory 
containing integrations with popular phishing kits.
 
These services are advertised as a tool to block unwanted 
visitors or “bots” from accessing the customer’s website. 
They block or allow access based on the visitor’s IP, ISP, 
geographical location or browser’s user agent. This is also 
used to prevent access to other services that crawl the 
web to analyze content for malicious activity.

Figure 10: Pricing of a popular anti-bot service commonly integrated with 
phishing kits (left); an exposed directory of one of these services hosts code 
that allows direct integration with popular phishing kits (right)

Source: ZeroFox Internal Research

Figure 11: Online storefront selling access to accounts, points, and 
“methods” for popular grocery and fast-food restaurants

Source: ZeroFox Internal Research

Targeted Phishing
Retail
Depending on the threat actor’s appetite for risk, targeting 
customers of online marketplaces or stores means 
victims’ credentials can be used to quickly cash out with 
high-value tech purchases or gift cards. There is also an 
increasing demand for compromised accounts for fast-
food restaurants and grocery stores that allow purchasing 
of items online or via mobile apps, as shown in Figure 11.

ZeroFox has observed multiple threat actors selling access 
to compromised accounts for food and grocery outlets, 
along with “methods” instructing buyers how to use the 
credentials in such a way to avoid suspicion and have their 
orders canceled. For customers of these threat actors, a 
small cost of a few dollars can be converted into anywhere 
up to USD 100 of food with minimal risk.
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Figure 12: Phishing page requesting the user to upload identity documents

Source: ZeroFox Internal Research

Financial Services
With the increased vigilance of anti-fraud checks from 
both banks and online vendors, threat actors have also 
adapted their techniques and tools to extract more 
sensitive information from victims to facilitate bypassing 
“know your customer” (KYC) checks. Many of the latest 
phishing kits now include additional stages in the victim 
workflow to prompt the victim to provide identity 
documentation. Requested information can range from 
a single “selfie” photo to photos of passports or driver’s 
licenses, which can be used for fraudulent purposes in 
combination with other victim data.5 Figure 12 displays 
an example of this technology on a phishing page 
fraudulently impersonating a financial services company.

Figure 13: Sample phases in a phishing attack to build  
stolen data package profiles

Source: ZeroFox Internal Research

Beyond the Attack: Stolen 
Data Package Profiles
Phishing kit developers go to great lengths and spend 
hours to ensure the fraudulent site looks exactly like the 
brand they are targeting. Each page is uniquely built so 
threat actors can take the right information based on 
that brand. Figure 13 illustrates an example of the victim 
workflow in which only the email and password are 
populated initially. The phishing pages to follow gather 
more information, including everything from the victim’s 
name, address, Social Security number, debit card, credit 
card and more. This is beyond most conceptions of what 
phishing attacks collect and creates something much more 
detailed and malicious. 
 
This complete stolen data package is referred to as 
a profile, or “Pro,” among threat actors. This detailed 
package can be sold as a whole data set; phishing 
attacks are no longer limited to collecting usernames 
and passwords. These profiles are prepackaged identity 
compromised toolsets. This information stored together 
is beneficial when attempting to compromise a victim’s 
financial livelihood. 

 This example is not representative of all phishing 
pages and attacks are not limited to this purview. 
However, this illustrates the broad spectrum within 
the phishing ecosystem. Phishing attacks can be more 
complicated than most might initially think and warrant 
more discussion, collaboration and research within the 
cybersecurity community. 
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Selling Victim Data
Collected data is commonly sold in the form of “fullz,” 
meaning full credential or credit card information has been 
obtained from the victim. The method of selling can vary 
depending on the actor’s capabilities but is generally done 
either in bulk for a set cost or on a per-account basis. Costs 
vary based on the value or assets of the compromised 
account, as shown in Figure 14. This is standard for 
accounts with access to monetary funds such as banks. 
Sellers may also agree to sell access at a reduced cost in 
exchange for a percentage of the purchaser’s returns from 
“cashing out” the account.

Figure 14: Forum dedicated to selling and sharing of victim data and credit 
card information sourced from phishing attacks

Source: ZeroFox Internal Research

Phishing Research, 
Disruption and Defense
As mentioned earlier, phishing attacks and kits are 
designed for ease of use and deployment. It is common for 
these kits to call assets directly from the targeted brand’s 
website or content delivery network (CDN). This leaves a 
trail in assets you control like referrer logs.6 An effective 
detection method is to look for these assets being called 
from URLs structured in specific ways. Reviewing the 
referrer logs for any calls to leverage an organization’s 
legitimate logo from URLs ending in that specific path will 
lead researchers directly to active deployments.
 
ZeroFox’s internal tools allow us to collect hundreds of 
unique phishing kits a day to determine exactly what 
phishing kit is behind an active phishing page. This insight 
enables our team to enrich the automated analysis of 
these domains and pull extra information such as victim 
data, weaknesses within the code and information on the 
threat actor themselves. However, solutions such as web 
beacons can also be leveraged. These can be proactively 
embedded within designated sites and assets. When a 
phishing kit pulls from these resources, immediate action 
can be taken to begin the threat disruption process. 

Additionally, Phishpond is a resource the ZeroFox Threat 
Research team developed to help analyze phishing kits.7 
This tool aims to help defenders and researchers analyze 
the tactics, techniques and procedures (TTPs) employed 
by phishing operators and developers. The tool is 
readily available and can be leveraged to find exfiltration 
endpoints quickly, identify weaknesses in phishing kits 
and uncover additional intelligence, fingerprint known kits 
or find new ones.

This insight enables our team to enrich the 

automated analysis of these domains and 

pull extra information such as victim data, 

weaknesses within the code and information 

on the threat actor themselves.
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Recommendations
As phishing campaigns become more sophisticated and 
widespread, organizations should continue to take steps to 
minimize the risk of becoming a victim of a cyber-attack.

• Enable two-factor authentication for all organizational 
accounts to help mitigate phishing and credential 
stuffing attacks.

• Enforce administrative or application control 
restrictions to prevent the unauthorized installation of 
software or media.

• Ensure antivirus and intrusion detection software is 
up to date with all patches and rule sets.

• Utilize account permissions best practices, such 
as role-based access control, least privilege and 
restricting root/admin permissions.

• Segment critical network resources using  
zero-trust configurations.

• Maintain regularly scheduled backup routines, 
including off-site storage and integrity checks.

• Limit file egress by size and type.

• Disable macros whenever possible.

• Avoid opening unsolicited attachments and never click 
suspicious links.

• Enforce best practices on passwords, such as 
complexity, forced expiration and prohibiting  
password reuse.

• Do not share passwords and do not reuse the same 
password on different websites and applications.

• Log and monitor all administrative actions as much as 
possible. Alert on any suspicious activity.

• Consider disabling, or at least logging, all network 
activity outside of regular business hours for most 
users where possible.

Conclusion
Today’s global threat landscape is filled with high-profile 
cyber activity and continues to demonstrate the evolving 
nature of cybersecurity and cyber threats. Adversaries 
will continue to evolve their tactics in new, effective 
ways. As threat actors get creative with technology and 
attack vectors, phishing supply chain ecosystems can 
help business leaders and security teams understand 
the inner workings of digital fraud threat actors and 
the importance of securing applications to prevent 
phishing attacks. Security researchers will continue to 
disclose new vulnerabilities that directly affect enterprise 
organizations and their cohorts. However, it is of 
utmost importance for security teams to follow routine 
recommendations and strategize regarding additional 
ways to defend against new security vulnerabilities. 
Taking the minimum amount of recommended security 
precautions is not enough in today’s threat landscape. 
Moving forward defenders must be even more well-
equipped to handle the changing landscape.

To learn more about how to 
protect your public attack 
surface with ZeroFox, visit 
zerofox.com.
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ABOUT ZEROFOX
 
ZeroFox provides enterprises protection, intelligence 
and disruption to dismantle external threats to 
brands, people, assets and data across the public 
attack surface. The ZeroFox Platform includes 
advanced AI-driven analysis to detect complex digital 
threats on the web, deep and dark web, social media, 
mobile app stores, marketplaces, email, collaboration 
tools, and more. OnWatch™ alert management 
and managed threat intelligence services staffed 
with 150+ expert threat analysts become an 
extension of your team and deliver actionable 
threat intelligence to help you keep up with security 
demands. Integrated adversary disruption and 
takedown services leverages strong industry platform 
partnerships and intelligent automation to quickly 
disrupt threats before they go public.
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